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j ^ROVEMENTS IN OR RF f T^TTN r T TO CONTROLAND/QR 
MONITORING SYSTEMS 

This invention relates to improvements in control and/or monitoring systems. 

Reference throughout the specification shall now be made to the present invention 
5 in relation to security systems which are in fact control and/or monitoring systems. 

BACKGROUND ART 

An increasing number of security systems are being installed world-wide. Further, 
existing security systems are continually being upgraded as technology becomes 
smarter, more monitoring/control devices are available, and the desire for 
10 increased security increases. 

ere is often a need to control access to a door or building by using an access 
control system that uses electronic means as a token badge or card to identify 
persons\llowed access. Sometimes the means of electronic identification is a PIN 
number thai a person is required to enter via a keyboard. Usually, with the 
15 appropriate identification is received, access is automatically granted. 

For ease of reference the access control system will now be referred to as a card 
reader. 



Ttere a number of situations whereby the wrong identification is received, or no 
identification means is received at all. For example, a person may enter in the 
20 wrong P^N number, have an out of date identification device, may not have the 



1 





WO 00/48150 PCT/NZ00/00010 



identification device with them or may not have been issued with such a device in 
the rast place. 

the above circumstances, it is desirable for that person to < have audio 
coi^munication with an operator of the security system. That operator can then 
5 determine whether access can be granted and subsequently either allow or to deny 
that persoto access. This audio communication is typically supplied by a separate 
intercom device which usually is manufactured by a separate manufacturer to that 
who would normally manufacture the card reader. 

This is obviously an undesirable situation. 

10 /Ss these devices are from separate manufacturers, there is no consistency in the 
dat^ormat. Thus, the devices do not normally share in the data between them and 
two separate communication networks are required to be run from the devices to 
the main sfe^urity system. 

Also, the devices are required to be installed separately and can take up 
1 5 considerable space in the process. 



□rther, it is not possible to have any interactions between the devices. E.g. 
somfesme swiping their card does not have immediate access to intercom functions. 



, Iftcan beer 

\)7 and mafo^a 
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It^an been seen that having separate devices means they are expensive to install 
L ain because of the double up of components and cabling. 

t of the present invention to address the above problems, or at least 
public with the use of choices. 
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DISCLOSURE OF INVENTION 

According to one aspect of the present invention there is provided an access 
contml device including an electronic identification means. 

characterised in that 

5 the access connpl device also includes an audio communications device. 

According to further aspect of the present invention there is provided a control 
and/or monitoring system which incorporates an access control device as described 
above. 

According to a further aspect of the present invention there is provided a method 
10 of installing a control and/or monitoring system characterised by the step of 
installing an access control device as described above. 



10> 




Refg&nce throughout the specification should now be made to the access control 
device J^being a 'plus reader'. It should be appreciated that this term is used for 
reference on\ and should not be seen as limiting. 

She electronic identification means may come in a number of forms and may 
include a single component or a number of different components. For example, 
the electronic identification means may be a card reader. This may be in the form 
of a swip^card device, or perhaps in some embodiments a proximity smart card 
reader. 



3 




WO 00/48150 PCT/NZOO/00010 



L electronic identification means may include a key pad into which 
i/numeric or some other form of data can be entered. This may be in addition 
instead of a card reader. 




to\j 



In preferred embodiments the key pad has back lighting so that it can be read in 
the dark. 

Otter embodiments of the present invention may have the electronic identification 



mean^emotely sense some physical attribute of the person wishing to gain access. 

For exampftL use a fingerprint or retina scan or other biometric devices. 
\ ~* 

Farther embodiments of the present invention the audio communications device 
voulcM)e in t 



10 woulckbe in the form of an intercom and should now be referred to as such 



throughout^he specification. Again this term should not be seen in any way as 
limiting. 



Prefeft^bly, the person situated by the plus reader can press a function key to 
operate tnfedntercom and communicate with the operator of the security system. 



15 Prefer^ly also, the operator can communicate back through the intercom. 



In some embodiments of the present invention the operator can choose when to 
turn\n the intercom. For example, in the area close to the plus reader there may 
be evidence on an alarm or duress situation such as screaming. The operator can 
then turn oiKthe intercom and listen to this sound. 



20 In some embodiments, the operator may also record any of the audio. 
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The intercom may also be able to provide other audio services. For example, an 
intercomSnay play pre-stored audio clips to the user. For example, the user may 
swipe the carfcL and the security system may determine that there is a message 
waiting for that p^ticular user. This message may be retrieved from whatever 
storage system it is kepNgnd played for the user. 



A X ThSvintercom i 

ht\Y \ 

y V r exampleJwFire, 



may also be able to play emergency evacuation audio clips. For 
please exit immediately through exit door'. 



In some embodiments the present invention the plus reader may also include a 
display which may also display messages. In preferred embodiments, the display 
10 is a graphical LCD display with back lighting. 

The intercom may also be used as part of the company paging system. It can also 
be usedHD provide voice prompts for operations and disability situations. 



W^ile the data from the intercom may be in any suitable format that can be used in 
any ^curity system, it is preferably in digital format. This allows for easier 
integration^ with other data received through the security system and other 
peripheral devices and with inter-action with the electronic identification means. 
The digital data is a4§o easier to store and process. 



In some embodiments of the present invention, the data from the intercom may be 
compressed which allows for easier transmission and the use of a smaller 
20 bandwidth communication system. 
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►J)P/-ySIkis envisaged that the person at the card reader will generate an event when 
ig a designated function key on the reader that includes the intercom. This 
event i^ay be recorded by the security system and as well as alerting the operator 
of the security system. While the operator is talking to or listening to the intercom 
5 the conversation may be optionally recorded to the operator's workstation or 
elsewhere. 

In some embodiments, an occurrence of certain events can trigger the transmission 
of compressed audio data from the intercom such that the security system will 
have recorded a number of seconds of sound after the event. This means that the 
10 security system does not necessarily record sound from an intercom continuously, 
but only source sound from around the time of events that are of interest. 

ta from the intercom and the card reader can be indexed to data received from 
othe^eripherals such as video cameras. 

It should be appreciated that a number of technical issues needed to be overcome 
) ensure tf 

ifferenndata needs of the systems. 




to ensure that the communications system and the plus reader can handle the 
different^ 




Far example, a typical card reader only requires communications bandwidth of 
mayoe 40K bits per second to perform normal access control functionality. 
Howeveri^o handle the communications from the intercom and other peripheral 
20 devices such\s camera, the communications systems need at least four times thai 
bandwidth. ForVexample, in one particular embodiment present invention, the 
bandwidth of 187.5KNaps is required. 
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Tfee human ear is very sensitive to sound quality. It should also be appreciated 
thatVi the security system, sound quality is paramount, not only in communicating 
instructions, but also with recorded sound happening around an 'event*. Audio 
dropouts insecurity systems is something to be avoided. 

5 Thus, the applicants have in preferred embodiments of the invention designed a 
systenWhat guarantees to poll each of plus readers at a minimum of 10 times per 
second. Th^s gives the audio quality desired. 

It should now be appreciated that the present invention offers a number of 
advantages over the prior art. 

10 The incorporation of a' electronic identification such as a card reader along with an 
audta communications device such as an intercom provides cost savings and 
severaninprovernents of functionality. 

Firstly, common installation costs are far cheaper as only one device has to be 
installed and one set of cabling as opposed to two. 

15 Secondly, integration of data can be readily achieved with the two devices in the 
one unit. Audio information can be played to the card user which is directly linked 
to the identification of that particular card user. 

Visual display of various messages combined with an audio display can be readily 
communicated to a card holder. 
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The operator of a security system can also provide integrated control functions 
and again readily communicate with the person positioned by the access control 
devices. 

Data received by the access control device with the audio or identification data can 
5 be readily integrated. 

the embodiment of the present invention which uses digital intercom, data 
can ^readily processed with digital data coming in from other peripheral devices 
such as wieo cameras. 

Aspects of the present invention have been described by way of example and il 
10 should be appreciated that modifications and additions may be made thereto 
without departing from the scope of the appended claims. 
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THE CLAIMS DEFINING THE INVENTION ARE: 

An access control device including electronic identification means, 
the access control device characterised in that 

the access control device also includes an audio communication device 
✓herein the electronic identification means and the audio communications 
device are configured to share data with each other. 

Access control device as claimed in claim 1 wherein the electronic 
identification means is in the form of a card reader. 



An access control device as claimed in either claim 1 or claim 2 where in 
the electronic identification means includes a key pad. 

An access control device as claimed in any one of claims 1 to 3 wherein the 
audio communications device is in the form of an intercom. 

An access control device as claimed in any one of claims 1 to 4 wherein the 
audio communications device includes the ability to play pre-stored audio 
clips. 

An access control device as claimed in any one of claims 1 to 5 wherein the 
data from the electronic identification means and audio communications 
device is in a format that can be transmitted from the access control device 
over a single communications cable. 

An access control device aaclaimed in any one of claims 1 to 6 which can 
be activated or controlled by\a remote operator. 
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An access control device as claimed in any one of claims 1 to 7 when the 
audio communications device is bi-directional. 

A control/monitoring system which incorporates an access control device 
as claimed in any one of claims 1 to 8. 

method of installing a control/monitoring system characterised by the 
of installing an access control device as claimed in any one of claims 



James & Wells Ref: 16968/3 RF 



AMENDED SHEET 
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2. 



3. 



4. 



5. 



6. 



CLAIMS DEFINING THE INVENTION ARE: 

An access control device including electronic identification means, 
the access control device characterised in that 

the access control device also includes an audio communication device. 

Access control device as claimed on claim 1 wherein the electronic 
identification means is in the form of a card reader. 

An access control device as claimed in either claim 1 or claim 2 where in 
the electronic identification means includes a key pad. 

An access control device as claimed in any one of claims 1 to 3 wherein the 
audio communications device is in the form of an intercom. 

An access control device as claimed in any one of claims 1 to 4 wherein the 
audio communications device includes the ability to play pre-stored audio 
clips. 

An access control device as claimed in any one of claims 1 to 5 wherein the 
electronic identification means and the audio communications device are 
configured to share data with each other. 

An access control device as claimed in any one of claims 1 to 6 wherein 
the data from the electronic identification means and audio 
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communications device is in a format that can be transmitted from the 
access control device over a single communications cable. 

8. An access control device as claimed in any one of claims 1 to 7 which can 
be activated or controlled by a remote operator. 

9. An access control device as claimed in any one of claims 1 to 8 when the 
audio communications device is bi-directional. 

10. A control/monitoring system which incorporates an access control device 
as claimed in any one of claims 1 to 9. 

11. A method of installing a control/monitoring system characterised by the 
step of installing an access control device as claimed in any one of claims 
1 to 9. 
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international application as filed has been furnished. 

| | The statement that the information recorded in computer readable form is identical to the written sequence listing has 
been furnished 

4. | | The amendments have resulted in the cancellation of: 

| [ the description, pages 

| | the claims, Nos. 

| | the drawings, sheets/fig. 

5. [j^j This report has been established as if (some of) the amendments had not been made, since they have been considered 

to go beyond the disclosure as filed, as indicated in the S upplemental Box (Rule 70.2(c)).** 

* Replacement sheets which have been furnished to the receiving Office in response to an invitation under Article 14 are referred to in this 

report as "originally filed" and arc not annexed to this report since they do not contain amendments (Rules 70.16 and 70.17). 
** Any replacement sheet conmininy such amendments must be referred to under item 1 and annexed to this report 
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Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 



1. Statement 

Novelty (N) 

Inventive step (iS) 



Claims 


1 - 10 


YES 


Claims 




NO 


Claims 


1 - 10 


YES 


Claims 




NO 


Claims 


1 - 10 


YES 


Claims 




NO 



Citations and explanations (Rule 70.7) 



a) JP 9242394 

b) JP 8232518 

c) JP 6339144 \ /) /n 

d) JP 9112092 /" ■ ' 

e) JP 3046860 

f) JP 1295557 

None of these citations discloses the invention as defined in claims 1 to 10. Nor would the 
claimed invention be obvious or lacking an inventive step in light of these citations. 
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